Adlan1shnneuazldnussuuinIatisiaiiounsamwuniuas (BMA VPN)

Y
1

sruuAIeYIeiailou (VPN) vaenasimunssuununauiiunes advayunisidaussuudeyauas
PeNUTTUUABNTIADSURINTIMNINUAS (MIS) wasduswnsililfimsidensiofuszuudote
AevfiamosvaINgINLIUAT BansRakauarnsldnuaginlfidediniadeusesguuatode
umesidn (Intemet) Wiy Tnefiduneunsvadldussuuinterioiadioudsd
1. 113 Trusted Root Certification Authorities
2. msfiads VPN Client
3. mslda VPN

1. N3 Trusted Root Certification Authorities
Root Certificate Wunstudusmuuazanuiinslasnsevesmoniuisuiouudumnedids
dieldlumsfignidleseddvnnududmonivleivievenduiu femsBusufnuassios
Tususes (certificate) dm3uli Browser I98ufufnuiuirdesuitne uneunis Trusted Root
Certification Authorities figst]
1.1 msailuanlususes (certificate)
ansoaunanlususes (certificate) InspandnasAdnsans
https://webportal.bangkok.go.th/upload/user/00000052/csdd/

l @ download - Aningvseaediats: X

«c>Ccn in/2553

b o - AKaNNgoINWUMUAS | SoviSaunosa | dadois)
2\ dwingnsmaasuazUs:iiuna

s) Strategy and Evaluation Department Sodial Media 3

humsn INEDNUODANS  ddas msliusms  gnsmaas adna MSUSMSIBUDPUUSLNNU B30 Yo aou.
W W —p Z
) - >
*- % I I 4

download

naiu : [gfiammians

18/12/2019  lususaomistzionu VPN

15/10/2019 el (User) 5 il as (VPN)

11/10/2019 afiamsiam v fyaviindn lmaduandmivissuunuaauineas aol

18/12/2019  TuSusasnmislaonu VPN

15/10/2019

L Type here to search UF A @ @ 7 1) ENG


https://webportal.bangkok.go.th/user_files/52/23957708363084c433f0a65.60315615.zip

1.2 msuwluduses
wdinanlnanludusesuds seaidnlususeniieliaiosmoufinnasaunsald
suluusesls Sdunousied
1) 1Wa Microsoft Management Console Iuaméwméﬂuaizuu (Administrator)
Tdrds “mmc” Tudosdum

Settings Email

Best match

@ mmc

Run command

Search the web
mmc

/O MMC - See web results Run command

o Open

S0 Run as administrator

i) Open file location

2) AAN# “Run as administrator” waipdndy “Yes” iegudunisitalusunsy
Aglaniee “Microsoft Management Console” $19nw

[& Consolel - [Console Root] - o X
& File View Favorites Window Help - &x
4 New
= Open... Ctrl+0 R

v cubes 3 ere are no items to show in this view. Copsalcficat =

Save As... .
More Actions

Add/Remove Snap-in... Ctrl+M

Options...

1 services.msc

2wi.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in console.
3) AAndlaY “File”
4) 189n318A15 “Add/Remove Snap-in...” 1NT1UNIT ALLAASAUIANAININ
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Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor

" ActiveX Control Microsoft 5
r'i_ Authorization Manager M

5

Microsoft
= Component Services Microsoft Cor...
;&-Computer Managem... Microsoft Cor...

w4l B

Ef Group Policy Object ... Microsoft Cor...
.g IP Security Maonitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Car...

=] Link to Web Address  Microsoft Cor...
- P = o=

Description:

Selected snap-ins:

|j Console Root

.j}- Device Manager Microsoft Cor.., Add >44
e Disk Management Microsoft and... =
@ Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions...

Remove

Move Up

Move Down

Adyanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cance

5) @andan “Certificates” 91N5189N1A1ULLID

6) AANUN “Add >” FTUAAIMTUIAIIAINTN

Certificates snap-in

Thig snap-n will always manage cerificates faor:

() My user accourt

i) Service account

< Back

Mext =

Cancel

7) 1den318n13 “Computer account” 9131811

8) AaNUy “Next” AguanIntiIfiiefanIn
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Select Computer x

Select the computer you want this snap-n to manage.

Thig snap-4n will always manage:

(®)iLocal computer: {the computer this console is running on

() Another computer: Browse. ..

[] Mllow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.

<Bock

9) AANUY “Finish” ALUARAINLNFINAININ

Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor - [ console Root Edit Extensions. ..
" ActiveX Control Microsoft Cor... C Certiﬁ(c)ates (Local Computer) o
Auﬂ'uorization Manager Microsoft Cor... @) B
Ei_ll Certificates Microsoft Cor...

@

Mowve Up

2. Component Services Microsoft Cor...
;}; Computer Managem... Microsoft Cor...
.j}- Device Manager Microsoft Cor... F ]
i Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...

| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IF Security Policy M...  Microsoft Cor...
Link to Web Address  Microsoft Cor...

Certificates azgniien
Wl Snap-in

Advanced. ..

@3
=1

]
a o .
Description:
The Certificates snap-in allows you to browse the contents of the cert yourself, a service, or a computer,

0K Cancel

10) AANYY “OK” FUaAIMTINAIIAININ
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ﬁ Consolel - [Console Root] - X
ﬁ File Action View Favortes Window Help g X
e=|m = H
| Console Root MName Actions
> Eﬁl Certificates (Local Computer) Eﬁj Certificates (Local Computer) Console Root -
Mare Actions 4
11
11) Adn¥l “>” w9183 “Certificates (Local Computer)” agLanIfanIn
ﬁ Consolel - [Console Root] — *,
ﬁ File Action View Favorites Window Help 8 X
e=|m = H
v G Certificates (Local Comput A || Name Actions
> [E Personal o Eﬁ‘ Certificates (Local Computer) Conscle Root -
Trusted Root Certificatic
More Actions [ 3

Enterprise Trust
Intermediate Certificati
Trusted Publishers
Untrusted Certificates
Third-Party Root Certifi
Trusted People

Client Authentication Is
Preview Build Roots
Test Roots

AAD Token Issuer

eSIM Certification Auth
Homegroup Machine C
Certificate Enrellment F
Srart Card Trusted Roo
[ Trusted Packaged App |
] Trusted Devices

7] Windows Live ID Token
] WindowsServerUpdates

12

8 2 I ) I I8 I I I I I

< >

12) @An7 “>” Ut1918n15 “Truted Root Certification Authorities ” 9¢kaAIAININ
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ﬁ Conseolel - [Console Root] - O

&= |HE = HEE

ﬁfile Action View Favorites Window Help - & %

v [ Certificates (Local Comput A || Name Actions

—_I Personal o Gl Certificates (Local Computer) Console Root
~ || Trusted Root Certificatic

| Certifisates More Actions
b= | Enterpris:N
| Intermediate Certificatn W

| Trusted Publishers
| Untrusted Certificates

| Third-Party Root Certifi 1 3
| Trusted People

| Client Authentication Is
| Preview Build Roots

| Test Roots

" AAD Token Issuer

| eSIM Certification Auth
| Homegroup Machine C
| Certificate Enrollment F
| Smart Card Trusted Roo
| Trusted Packaged App |
| Trusted Devices

= Windows Live ID Token

= WindowsServerl Indatet ¥
£ >

13) AANY1MT18ANT “Certificates” UAALUUFININ

W Iﬁl Certificates (Local Comput & || [ssued To - lssue ™
%I Personal o [S] AAA Certificate Services AR
v [ Trusted Root Certificatic | =1 p 4 ifrust External CA Root Add
e
| Enterpr All Tas! » Import...
| Intermm -
| Trusted View i ’ jca
| Untrusi Mew Win w from Here Root Ch
| Third-F Mew Ta
| Trusted 4 Network
1 Client 4 Refresh mary Ce
| Previev Export List... Lertificati
| TestRo 67 Micros P
S AADTe (P IDRoot CA  Digi
| eSIM Certification Auth || 5 DigiCert Global Root CA Digit

14) 1aeauUsY (Mouse Pointer) lU7518n15 “All Tasks”
15) 180n579n15 “Import...” 2INTIYNNT WUAAINTIANAINTN
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“# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

16

To continue, dick Next.

Mext Cancel

16) AANYL “Next” 3guanIniinpenanIn

€ ¥ Certificate Import Wizard

File to Import 1 7

Spedify the file you want to impart.

File name:

| | Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates (.P7E)

Microsoft Serialized Certificate Store (L55T)

Mext Cancel
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17) AanUy “Browse...” JEUAAIULIFINAININ

Open bt
« v o * » This PC » Downloads » arch Downloads yel
Organize « Mew folder

1 9 = O @
[ Thic PC 2 Mame Date modif *
1 8 “J 3D Objects ~ Today (1)

[ Desktop 5] BMAROOTCAOT . cer 8/23/2021 1
(& Documents “ Earlier this month (1)
‘ Downloads I6thee files 8/2/2021 &
Music
J’ ~ Last month (2)
=/ Pictures v
L ) B SN SN B P TN O

B videos v < >

File name: | BMAROOTCAO! cer v| X509 Certificate (cerrert) v

| Open ; l Cancel

18) AN “Downloads” AMNSIEATIUNTIUAIULNE

19) @enudlaludusesfiniluanin 20
20) AanUy “Open”

&« ¥ Certificate Import Wizard

wilslususesazgniden

File to Import
Specify the file you want to impart.

File name: @

C:\Users\Admin\Downloads \BMAROOTCAD L. cer ©

| E Browse... i

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 ((PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store (.55T)

21

Mext Cancel

21) AanUa “Next” 9guanIntiIfiieianIn
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& £¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select & certificate store, or you can specify a location for
the certificate.

(O) Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store:

Certificate store:
| Trusted Root Certification Authorities Browse. ..

22

. Mext Cancel

22) AANUN “Next” 9zuandvtinsfeianIn

& L# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

(0 il = s tm s M AN Trusted Root Certification Authorities
Content Certificate
File Mame C:Wsers\Admin\Downloads \BMAROQOTCAQ L. cer

23

Cancel
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23) AanUy “Finish” Windows aguddnlususesainuily

ﬁ Console -- [Conso

Root\Cert ter)\Tr ation Authoritie — O x
& File Action View Favorites Window Help g x
e anHB|c= HE
v 5 C.ertificates (Local Comput A || |ssyed To - lssue * || Actions
H _T_E“DT'; Centficati [ AAA Certificate Services AL Certificates -
v 1 Trusted Root Certificatic | /=) ) 4 Trust External CA Root Add )
"~ Certificates More Actions 4
= Enterprise Trust S Baltimore CyberTrust Root Balti
nterprise Tru
j Interr:ed\ateCertifi(ati [ Baltimore CyberTrust Root Balti
!
| Trusted Publishers EBMAROOKAOLCA LS
- e Buypass Class 2 Root CA
| Untrusted Certificates S ::p o Certificate Import Wizard % 4
ertum 2

| Third-Party Root Certifi
| Trusted People

" Client Authentication Is
 Preview Build Roots

" Test Roots

|55l Certum Trusted Network CA
[55] Class 3 Public Primary Certif o The import was successful,
[/ COMODO RSA Certification

[=5] Copyright (<) 1997 Microsof

| AAD Token |ssuer |5/ DigiCert Assured ID Root CA
‘: e5IM Certification Auth |5 DigiCert Global Root CA
=l HUrrjegrwp Machine C || (5] DigiCert Global Root G2 Digi
| Certificate Enrollment P || [] DigiCert High Assurance EV Ro... Digil
J_ Smart Card Trusted Roo |5/ DigiCert High Assurance EV Ro... Digil
! Trusted Pacl.(aged App | [5]DST Root CA X3 DST
— Trusted Devices [l Entrust Root Certification Auth... Entn
| Windows Live ID Token .
GlobalSign Glok
= WindowsServerl Indatet ¥ @ ? v
£ £ >
A9 « ”
24) panyu “Ok
% Conselel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authoritie..  — O e
ﬁ File Action View Favorites Window Help *
«= 2 B8/c= HE
v @ Certificates (Local Comput A || |esyed To - lssue * || Actions
‘J_ :er;or;a'la  Centficati Sl AAA Certificate Services ABA Certificate -
Vo Cert_f_mt STHHEANC | ] AddTrust External CA Root Add More 25 ,
- o _I = [ Baltimore CyberTrust Root Balti
| Enterprise Trust [ e Tect Bt Balti
| Intermediate Certificatii - 7 | a
| Trusted Publishers E&lBMAROQTCAD-CA ~ B
| Untrusted Certificates EslBuypass Class 2 Root CA (6} Buyy
= Third-Party Root Certifi || =al Certum CA @ Cert

| Trusted People

| Client Authentication |s
| Preview Build Roots

| Test Roots

| AAD Token Issuer

| &5IM Certification Auth
| Homegroup Machine C
| Certificate Enrollment F
| Srnart Card Trusted Roo
| Trusted Packaged App |
| Trusted Devices

| Windows Live ID Token
“| WindowsServerl Indatet ¥

(=] Certum Trusted MNetwork
[5] Class 3 Public Prima
[Z]coMOoDOo RsA
S Copyright (c) 199
|5/ DigiCert Assured ID Root
|| DigiCert Global Root CA Digi!
|| DigiCert Global Root G2 Digit
|| DigiCert High Assurance EV Ro... Digit
|| DigiCert High Assurance EV Ro... Digil

o

Tususesnidndnsas

[Z]DST Root CA X3 DsT
[ Entrust Root Certification Auth... Entn
5] GlobalSign Glok ,
£ >

25) Upntieing Microsoft Management Console (mmc)

10
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% Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authoritie.. — O *
=

& File Action View Favorites Window Help
L 2]l =AR=0ETR 7o

~ Ifﬁ_ﬂ Certificates (Local Comput A || |ssyed To - lssut * || Actions

5 || Personal

- o S5l AAA Certificate Services ABA Certificates
v [ Trusted Root Certificatic || /=) | it Ecternal CA Root Add M )
| Certificates ) ) ore Actions
S lBaltimore CyberTrust Root Balti

> [] Enterprise Trust

> [ Intermediate Certificatii
5[] Trusted Publishers Microsoft Management Console X
> [] Untrusted Certificates

> [] Third-Party Root Certifi
5 ] Trusted Pecple | Save console settings to Console1?

> [] Client Authentication s ’

> [ ] Preview Build Roots

> [ Test Roots Yes No Cancel
>

>

>

>

>

>

>

>

5

[=;|Baltimore CyberTrust Root Balti

7] AAD Token lssuer
] eSIM Certification Auth S IDigiCert Global Ro
| Homegroup Machine C S/ DigiCert Global R
[ Certificate Enrollment F S/ DigiCert High As:
| Smart Card Trusted Roo ;I DigiCert High As Digil
|| Trusted Packaged App | [5IDSTRoot CA X3 DsT

J Tn.Jsted Deu.rice; [SJEntrust Root .. Entn
| Windows Live IO Token [5]GlobalSign Glok ,,

“| WindowsServerl Indatec ¥
< > < 2 6 >

Digi
Digi
Digi

26) AaNYY “No”
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12

2. N15AnR9 VPN Client
aunsanulnanlusensu@Anns VPN Client toa
https://private.bangkok.go.th

(@) hitps: bangkok.go.th/vpn/inde & ¢ semch.,

File Edit orites Tools  Help

Please log on to continue.

1207 M
2200 N2

Fll O Type here to search i - Naa < @ uF ~ & F D) NG

1) JousviainldnussuuinIedigialounsannumiuas (BMA VPN)
2) AdNYY “Log on” SEUULLAAIVIEINAINAININ

NetScaler Gateway

etScaler Gateway Phag-n for Windoms

Click Download

) o - - et 1:08 PM
E-ll © Type here to search i : O ur r@mzu G o0 B

3) Aanyu “Download”

@ a d o w L4 a 2 g
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https://private.bangkok.go.th/

v @0 || Search o~

e @ https://private bangkok.go.th/vpns/f_ndi

(@) BMA VPN Portal |
File Edit View Favorites Tools Help

NetScaler Gateway

Ifihe NetScaler Gatewsy Plug-in is not installed, oick Downlosd to instal

P p———

i a proy e figured, you need to add Tocalhost" o the proxy.
fion i your W

For more information contact your help desk or system administrator.

gbo
Netscaler Gateway Plug-n for Windows.

Do you want to run or ssve AGEE setup.exe (7.25 MB) from private.bangkok.go.th? Cancel

. 343PM
£ Type here to search o & orF @@z N oo By

4) Aanyy “Save”

@ https bangkokgoth s Jenth

Tools Help

Edit View Favorit

NetScaler Gateway

¥ the MetScalor Geteway Phug-i s not mstatd. ohck Downicad fo mstal
e sofwars ond connect stomsticsly

we S —

axcepton n your Web browser

For more rfomation cortact ot help desk ox systern sdminisbtor

Downiosd

st e NetScier Gateway Phg-i for Windows.

1.Click Download.

The AGEE_setup.exe download has completed. Open folder View downloads

4 109PM
Pl © 1ype here to searct - § & @ ~@®m o) T B

5) AFNYN “Run” AguanIniiipemanIn
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ﬁ MetScaler Gateway Plug-in Setup -

Welcome to the NetScaler Gateway
Plug-in Setup Wizard

The Setup Wizard allows you to change the way MetScaler

Gateway Plug-in features are installed on your computer or
to remove it from your computer, Click Mext to continue or

Cancel to exit the Setup Wizard.

gk Cancel

6) AANYYN “Next” euanvitifefanIn

ﬁ Met5caler Gateway Plug-in Setup — >

Please read the NetScaler Gateway Plug-in
License Agreement

CITELX(E) LICENSE AGREEMENT

Use of this component is subject to the Citrix license
covering the Citrix product{s) with which you will be
using this component. This component is only licensed
for use with such Citrix product(s).

CTX_code:EP_E_AS2400

7

Upon installation, the MNetScaler Gateway files are
added to the Windows Firewall whitelist,

/
i @lnmﬁl}' { Cancel

9 a d o @ L4 a o 14
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7) AanYu “Install” Tsunsufndsazyiinisings VPN Client 1@59u829suanantianananim

ﬂ MetScaler Gateway Plug-in Setup — x

Complete the NetScaler Gateway Plug-in
Setup Wizard

Click the Finish button to exit the Setup Wizard.

8) AaNUY “Finish” AguanIninei1afanIw
ﬁ MetScaler Gateway Plug-in Setup

AW 'fou must restart your system for the configuration
changes made to NetScaler Gateway Plug-in to take
effect. Clid: Yes to restart now or Mo if you plan to

manually restart later.
j_l E Yes i Mo

9) manlu “Yes” anifunisiymasssneufiamesiiosusyuulu

15
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3. M3ldau VPN
¥893Mn¥1N"3 Trusted Root Certification Authorities uagfinsa VPN Client waiansnsaiily
NUTTUUTRYALAEY I UTEUUADLTILADTURINTUNNAMIUAT (MIS) MuTumaumsil

9:55 AM
B soc AR e gy
1) AANY “System tray” Uu Task Bar 1
2) Aan Tu “System tray” 9wUAAIVRLIA1IAIN

NetScaler Gateway X

CITRIX NetScaler Gateway

= Login

Connection private.bangkok.go.th M

Username 3

Password

3) Jausianldanuszuuiasetneiaiioungamnamiuas (BMA VPN)
4) adnYy “Logon” euaAIVITNFNeAl

16
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MetScaler Gateway

Connection URL

private.bangkok.go.th Home page

Current Session
® Started at 11:10:10 AM Aug 24, 2021

Connection Duration: 0d00h 00 m04s

Internal network address : 1723168103

Data Sent: 113 KB
Data Received: 2.94 KB 5

FINNALUANIAN LN TILTRUABUUTEUULAT VLA B UNJUNNUMUATIE §131504 TR
lUsunsu Internet Explorer tiaidnlduszuudayauazinganuszuunsuiinesves
NFUNNUAIUAT (MIS)

e @ httpy//misweb.bma.go.th/ ~ ¢ Searchu P~

® s avrvssues X[

File Edit View Favorites Tools Help

Bangkok Metropolitan Administration

Fusiarsih 24 Aawau w.A. 2564

-
-wbwsn [ w24 Sevmma 2001 sz 11215 [ Y T——
“ovemisanal s AaaTaNNS A IIGEAS — =
sty
sl dszmemnn
~szruusndld (IE8). 02t om 0953 AW
- s (mas). 8 e
-miiu(mati) B ativnesi
IEB). 2 5 i T Suwrmsld
(IEB). Buu géunomsdnin/dnineuan e
-y MIS2 @ vameras
—_— - - - - = . . s anelunsTa
- — USTNNT NEKEIUISTULNUABNANDS dningusransiasdssiiuun saududsunds Avuaiutlansdnday Sniaguartu
SR, - = et o 4 - g e o Pl S r
] s Tuduid 15 Auenon 2564 iitornastlnaudsnail s uannilasusnuiandnassiui 15 frhbiohin
awevana 01-04 wnesnuu 2564 il Tt .
- shedsulsnn
szl
- — ugsms nosiasuOuaonIes | | - genadoudi
LR Aningusaandinalsaiuum 3 indn
— T 022052783 | | Bwbibnshwes
- sruuwisAarInn 24 Revais 2564 ssnEwgnuia
- sTuudRenaA: Excel Plug-in
di:ul‘uuﬁini{mi wilearaido { #udanns # 24 Annaw 2021 nan 10:07 ) @ dasiasin
~suurmnadls N Toudt _
aann nAnayE [ ———
~ dryszuuens
o MIS2 rinuSuians
= P | - o o via
& e Bun vwhidhonsadsduin/dninnuian .
#®100% -

1115 AM

H £ Type here to search i 3 z ° @ " BN B

5) AdNUY “Logoff” Litegniinn1sidessefiuszuuiATev giaiaununnumuag
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